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NICA accelerating complex

BM@N (Detector) SPD
Extracted beam (Detector)

/ Cryogenlcs Magnet factory
Nuclotron | Collider parameters:
ternal
target 1
station * 2 rlngs

e 22 bunches Au’?*

e 2-10%ionsin a bunch
e 4.5GeV/n Au’?*

* =10 cm?c?

J Injection complex

J new superconducting Booster synchrotron

] existing superconducting heavy ion synchrotron Nuclotron
) collider having two new superconducting storage rings
 new beam transfer channels
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NICA accelerating complex

20109:
Stage I: Experiment “The Baryonic Matter at Nuclotron” |
* Injection complex: KRION, HILAc, LU20

* Booster

e BT Line Booster — Nuclotron

* Nuclotron upgraded

* BM@N Detector setup

2020:

Stage ll-a: The basic configuration of the NICA complex
e BT Line Nuclotron => Collider

Collider:

Collider RF systems in a reduced version

Stochastic cooling system — 1 channel per ring
Multi-Purpose Detector (MPD) in a reduced version: no Inner Tracker System (ITS)
2023:

Stage IlI-b: The full (project) configuration of the NICA complex

e Collider and MPD in full version

Stage lll: Polarized Beams’ Mode of The Collider

* Spin Physics Detector (SPD)

2017,05-16 14:54:33
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Control System development goals

* Centralized control of heterogeneous
distributed equipment

e Reliable operation and fast recovery

e Safe operation, access restrictions

* Easy support, modification and scalability
* Fast development and deployment

* Easy integration of third-party systems
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Control System layout

Client layer |

PC workstations.
Windows, Linux PC
| \VAVA L CS services i
S Ethtm][ ________ | :

Service layer. ———1 Tango DB |
' . L < > | Linux. :

Processing apps, VMs —> Storage :

: services. -—>
| ) ) .
! Windows, Linux <> ﬁ:\ct?):vmg @

Middleware

Front-end layer. I

PXI, VME,
PC

PXI, VME,
Industrial PCs.

Field bus

Devices, PLCs




Middleware: TANGO controls
TANGQ

CORBA based distributed object-oriented control
system framework

 Multiplatform
e Hides network location and technical details

* Provides unified interface for hardware equipment or
service:

— Commands
— Attributes
— Properties

* Has services and tools for control implementation.
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Frontend layer

Few possible variants to implement DAQ or control:
* Custom hardware

 Commercial off-the-shelf (COTS)

Primary requirements:

e Ease of development

e Quality, reliability and performance

 Maintenance of equipment during the accelerator
complex life-time
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Frontend layer
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National Instruments PXI—- high performance Eurocard packaging modular platform
for measurements and automation systems:

PCl express and PCl busses with additional synchronization buses.

Excellent performance: PXle-1085 — throughput up to 4GB/s per slot and up to
12GB/s per system.

Wide range of available modules (1500+) — controllers, acquisition boards,
analog and digital 1/0, signal generators, digital multimeters, counters and
timers, high speed digitizers, industrial interfaces, RF and others.

Windows and Linux programming — LabVIEW, C++ and C# libraries.

Excellent support.
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Frontend layer

e Digital signal processing (DSP) modules FlexRIO —PXI and
PXle modules with Xilinx FPGA and custom |I/O modules.
Supports peer-to-peer streaming up to 3GB/s.

* Compact RIO - High performance embedded systems
and intellectual controllers based on Xilinx FPGA + ARM
with standard or custom |/O module.
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Frontend layer

Tango drivers with runtime configurable properties for
NI equipment were developed:

Digitizers and scopes

Analog and digital I/O

Timers and counters

Digital multimeters

RTD input modules

TANGO interface for FlexRIO and CompactRIO.

Combination of tango devices can be used to quickly
deploy a solution based on almost any NI acquisition
equipment.
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Client layer

Possible variants:

e usual GUI desktop applications — (QTango, Taurus,
TangoATK)

* Web applications

Web-based applications advantages:

* Works on any platform (PC, mobile) and OS.

* Easier development — one application for all
platforms.

 Easier maintenance: no need to install on PCs,
centralized updates.




Client layer: Web apps

Communication between TANGO and Web
application is required.

e RestDS — Tango module to provide access to TANGO
control system devices via http requests (GET, POST).

 WebSocketDS — Tango module to read TANGO devices
attributes via WebSocket protocol: data can be
“pushed” to the browser in realtime on demand.
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Client layer: Web apps

Ext)S framework (JavaScript). Web-application developed as a web

desktop: a number of widgets(tasks) with dynamic layout.
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Service layer

Contain high-level TANGO device servers,
representing whole subsystem:

e Collects and process data from low-level
devices.

* Performs control loop.

 Provides standard interface to client
applications: commands, attributes.
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Service layer: Virtualization

Applications running on service layer are hardware independent and can be
virtualized (run on VM):

Easier management — fast VM deployment from templates, cloning, backups.
Better tasks isolation — assign VM per task or group of tasks.

Resources tuning — can assign appropriate CPU cores, disk space, RAM size,
disk 1/0.

Resource utilization — efficient usage of host’s RAM and CPU.

High Availability - restore VM from failed server.

Proxmox VE - complete open source virtualization management solution for
servers. It manages virtual machines, storage, virtualized networks, HA clustering
and supports both:

o Kernel-based Virtual Machine (KVM) p R D x M D x

o Container-based virtualization




Service layer: Shared storage

Crucial component of virtualization to provide high
availability of VMs

Need good performance, both transfer rate and I0PS
to manage read/write operations of number of VM
Images

Have to be redundant to provide data consistency in
case of hardware or network failure

Need to be scalable — should be able to add more
storage space without loosing performance
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CEPH storage

@ CEDhis a distributed object store and file system. Ceph is highly
reliable, easy to manage and open-source. It provides redundancy,
excellent performance and scalability. Ceph storage cluster consists of
large number of nodes which communicate with each other to
distribute and replicate data dynamically.

-
i 1Gb public network

mount shared storage

Disk1 | Disk2 | Disk3 DIsk1 | Disk2 | Disk3 Disk1 | Disk2 | Disk3

[ ] Bl - [ ] 0s [ ] [ ] 05

Replicztion— 10Gb cluster network
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Scalability

The scalability can be achieved by adding nodes
to cluster. CEPH retains most characteristics at

scale or even improves. Adding more nodes to
run more VMs:

* Capacity increases

* Throughput increases

* |OPS increase

* CPU cores and RAM increase
Temporary impact during re-balancing.
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High availability
We need to provide high availability of Tango services and
fast failover in case of hardware problems.

Hardware measures (UPS devices controlled by Network
UPS tools, reliable enterprise class hard drives) + data
redundancy (RAID, replication) + backups (VMs and
databases):

* Virtual machines are running on Proxmox VE cluster
with VM images stored on CEPH storage (replication=3).
Any VM can be started on any node.

 TANGO database: vital for all other Control System
Tango devices, running in Linux container on local
storage for performance reasons.
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High availability: TANGO DB

High Availability for Tango database can be achieved:
 Master-Master replication in active-passive mode.
* Load balancing and backup via HAPROXY

Primary master, container
192.168.100.250

Tango VM HA proxy VM
192.168.100.11 192.168.100.252
sys/database/2

> HAPROXY

Powering Your Uptime

sys/access_control/1

mysal query 2 way semi-

synchronous
replication with
GTIDs

Mysql dump
-

Backup master, container
192.168.100.251
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Hardware and software monitoring

Zabbix — monitoring hardware and software of Control System cluster: power, fans, CPU, RAM,
disk space, network traffic, disk I/0, CEPH health and many other items. Alerts and notifications
are sent via e-mail to cluster admins.

NETWORK MAPS

NicaControls service layer

Maps | NicsControls servica layer = | Minimum severity | Not classified (default) =

o
NFS backup storage: 467.82 GB free

o e e e
nuclotange tangodevel
Load: 0 Load: 0.04
1Owait: 0 % IOwait: 0%
oK / oK

Proxmox pvel
Load: 0.0096
1Owait: 0.0077 %
oK
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— AEG PROTECT.PRO 3000

Status: On line (mains is present) (1)

Battery charge: 100 %
Load: 17 %

MicaControls service layer

HP ProCurve: CEPH

CEPH storage: 4.91 TB free

e e

tangoappsl tangodbl
Load: O Load: 0
1Owait: 0 % IOwait: 0 %
oK /oK

EE 5
CEPH storage: 4.91 TB free

e
tangodb2

SCREENS

uster

o
Zabbix server

- lEEEES
CEPH storage: 4.91 TB free

tangod|

roxy

e e
tangowinl
Load: 0.02 \

10wait: *UNKNOWNE ',

ok N\

. N

Proxmox pve?
Load: 0.0096
10wait: 0.0014 %
oK

Proxmox pve2; Ceph cluster storage (1h)

Proxmox pve2: Ceph Load (1h)

Network sw

&TB 200 MB/s 409.6 op/s
150 MB/s 307.2 opis
478
100 MB/s 204.8 opis
2TB 50 MB/s 102 4 opis
0B/s >0 op/s
08 P fIGNANRS3333333553835538 38533
2% 5225823222583 58883883¢ g S RRS8RRSJNARNANRANANNANNNRNARNARANAD
E E & &
4 & last min avg m
last min av max B Ceph Write Speed  [avg] 1.26MB/s 6.53KB/s 108.4 MB/s 186 MBJs
[ Ceph rados total space  [min] 5.45TB 54578 54518 54578 Ceph Read Speed  [avg] 0B/s 0B/s 1049KBfs 939 KBIs
B Ceph rados used space  [max] 1,36TB 648.92GB 1.04TB 13678 Ceph Operation  [avg] 68 op/s Oop/s 100.20pfs 223 opls
Proxmox pve2: OSDs (1h) Proxmox pve2: PGS (1h)

s00f

20:46
20:48
2080
2082

25.09 20:43

[ ceph 05D up %
B Ceph 0SD in %

2054
2086

[avg]
[ava)

last
100%
100%

min
70%
100 %

avg max
99.24% 100%
100% 100%

25.09 21:43

2045
2048

25.09 20:43

B Ceph PG active
I Ceph PG clean

2050
2082 |

[avg]
[ava)

2054 |

183
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TANGO devices monitoring

Astor/Starter —tools for remote control and monitoring of
TANGO applications

® TANGO Manager - 6.3.6 - Wed Jun 12 10:02:

File View Command Tools Help

= [m [

TANGO Control System

¥ amagsalt

@ nuclotango.jinr.ru;10000
@ Access Control

¢ @ Nuclotron

@ domik (MNuclotron injection )
@ esseptum ( Electrostati
@ mcpdetector
@ gmeterpxi
@ slowextr ( Slow extraction )

@ tangoapps1 ( Tango applications )
@ tangodevel (Linux devel/apps )

Tango Database

' gmeterpxi Control =l
‘ Start New | ‘ Start All | | Stop All ‘ (@ Display All
@ Level 1 @ Level 2 @ Level 3

@ DACmxPulseOutigl
@ FUNGENIg1
@ MIScope-ds/gl

@ DACmxAOgfpgat
@ DACmxDO/gfpgalt
@ Tegam4040/g1

@ FFTigi
@ OmeterFPGAINterface/

@ RFAMPIg1 @ Tegam4040ig2
@ SPANIg
@ Level 4 @ Not Controlled

@ PCMaonitoring/159.93.126.121 @ OmeterFPGAIRterface_AVGH
@ OmeterFPGAInterface_DSTARM

@ OmeterFPGAInterface VARM

Hosts Servers

Tango Users Group Russia meeting’2017

@ All controlled servers are running.

@ Starter 15 starting server(s).

@ At least. one controlled server is stopped.
@ Starter 15 not running on host.

e @ Server is running
o @ Server is running but not alive (Starting 7)
e @ Server is not running.
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TANGO devices monitoring

Special TANGO services to check frontend computers resources
and states of TANGO devices. Alerts and notifications are sent via
e_mail to ta ngo admins- 07T tango@tangodevel.jinrru’

Temz= Monitoring alert - Nuclotron extraction, device: extraction/

=i xifcowy "E. Gorbachev':

le View Preferences Help

AtkPaneI 4.8 : sys/monitoring [ - |EI|5|
File View Preferences Help

extractionfusbe259ds/slowl state was changed to UNKNOWMN
P sysimonitoring/159.93.126.118 |:|E| I sysimonitoringuclextr I:E
L sysimonitoring/nuclextr
sysimonitoring/159.93.126.118 Device is ON - . .
CPU Load: 1.1, Memory: 14.0, Disk: 98.7, Uptime: 2014- |~ 07 tango@tangodevel.jinr.ru..
03-14 10:47:00 Temz Monitoring alert - Nuclotron extraction
Wlarm : Value too high for DiskUsed = Kowy "E. Gorbachev® -
statesfo] [ oN
e T T T T R A A T T T T T T T A T A A S R R T T T T T A T T T4 T T T T e e T T T A A A A R R R A A T A T T T T T T R R R R R .
Subsystem: Muclotron extraction
States[1] [ UNKNOWN
stestl Mame: sys/dbstorageds/dbsds1, State: FALLT, Status: MySQL server has gone a
Statesfz] I UNKNOWN
DiskUsed I 98,70 % EI Statesfz] [ UNKNOWN
Statesf4] [ UNKNOWN
CPULoad I 1,60 % EI Statess] [ UNKNOWN _
07 tango@tangodevel.jinrru.’
Uptime [2014-03-14 10:47:00 | - | e | e L
states7] I UNKNOWN Temz Monitoring alert - Nuclotron qmeter
MemoryUsed I 14,00 % El statestz) [ FeulT Komy "E. Gorbachew"
CPULoadAverage | 1,10 % E| statesio] [ FauLT
states(10] [ UNKNOWN Subsystem: Muclotron gmeter
States11] [ UNKNOWN Mame: gmeter/nivisa/fungenl, State; FALLT, Status: Device disconnected from
scala states12] I UNKNOWN Mame: gmeter/nivisa/rfampl, State: FALLT, Status: error:timed out
r

T_Scalar LHames L Statuses |.L States |
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B Control System Monitoring

Settings

TANGO devices monitoring

Desktop and web clients to represent states and statuses of TANGO

E]

extraction/dagmxao/septum 1
extraction, tum1
extraction/dagmxdo/septum1
extraction/dagmxpuisecut/se.
extraction/po$ 101 /intensity
extraction/pos 101 /profilomet.

inflector fserial/rtul

Sys/monitoring/159.93.126.118
sys/monitoring/159.93.126.123
sys/monitoring/159.93.126.232
sys/monitoring/159.93.126.121
s 150.93.126.251

sON
ON: USB-6259 (BNC) intiaized
ON: USB-6259 (BNC) intialized
The device is in ON state.
The device is in ON state.

Modbus node address 10 protocol RTU iphost UNDEFINED |
Current parameters of the serial ine:
seriaine  : com8

baudrate 38400

(0-2=1,1.5,2bit)
-4=n0,00d,even, mark, space)
0 (ms)

1 (O=dis 1=ena 2=hand)

Current parameters of the device server:
C = com8

: 100

2 (0=none 1=odd 2=even)
:8

10 (Owibit 1w1, Sbits 2w 2bits)
38400

113

Injection L
ON: USB-6259 (BNC) initisized

CPU Load: 53.31, Memory: 18.5, Disk: 29.9, Uptime: 2014-03-14 10:47:00
: 246

7, Disk: 64.8, Uptime: 2014-05-22 13:52:54

CPU Load: 23.76, Memory: 68.7, Disk: 39.9, Uptime: 2014-06-09 18:43:45

ON: PXI-6733 initialzed

=10| x| x|
.. % | B FFTtmedomai.. % | & 18bithighspee.. % || @ htip://..24%pdf % | Hosas snanka x|+
] w(- @ tangowin L.jinr.ru:8080/Monitoring/ c | ‘Q fastest adc -)| B8 ¥+ /& 4 O ©C- ‘ =
|2 Yacro nocewaencie (@) Havansnas crparmua ) Mewta vosocreii 1Y) Tips and tricks -LabVI... % Waxmatnas Gubavor... # DDSreqeparop arr... || Online CRC Calculation »
i
Name Status State
sys/dbstorageds/dbsds1 DB connention succeed. Device is fully operational. ON
extraction/dagmxaisoftretrig/septum? ON: USB-6259 (BMC) initialized ON
extraction/dagmxao/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxdi/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxdo/septum1 ON: USB-6259 (BNC) initialized ON
extraction/dagmxpulseout/septum1 | ON: USB-6259 (BMC) initialized ON
extraction/pci6101/intensity_stop ON: PCI6601 initialized ON
extraction/pcif101/profilometers_sta ON: PCI-6601 initialized ON
extraction/server/septum1 Septumis ON ON
extraction/server/slow1 ON: USB-6259 (BNC) initialized ON
extraction/usb6259ds/slow1 USB-6259 (BNC) initialized ON
extractionfinterpolation/adc_septum | The device is in ON state. ON
extractionfinterpolation/dac_septum | The device is in ON state. ON
sys/monitoring/159.93.126.118 CPU Load: 425, Memory: 31.6, Disk: 24.0, Uptime: 2015-01-30 12:26:25 ON
sys/monitoring/159.93.126.123 CPU Load: 59.17, Memory: 38.5, Disk: 74.5, Uptime: 2015-02-01 12:57:54 | ON
sys/monitoring/159.93.126.232 CPU Load: 36.47, Memory: 52.8, Disk: 45.2, Uptime: 2015-01-26 15:58:15 | ON
sys/monitoring/159.93.126.121 CPU Load: 28.62, Memory: 44.9, Disk: 66.9, Uptime: 2015-02-01 14:32:32 ON
sys/monitoring/159.93.126.251 CPU Load: 23.46, Memory: 74.1, Disk: 39.9, Uptime: 2015-02-01 13:38:38 ON
Ctssmnomgmam
gmeter/dagmxpulseout/1 ON: PXI-6733 initialized ON
qgmeter/niscopedsibpm UNKNOWN UNKNOWN
gmeter/nivisa/fungen Device is OFF OFF
gmeter/nivisa/rfamp1 Device is OFF OFF
gmetertegam4040/1 Tegam4040 is ON ON
gmeterfunefft Device is OFF OFF
2
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Access control

Access control and security are vital to safely run a distributed
control system.

1) Network configuration:
* Firewall configuration to provide access for certain IP
range.
e Complex list of rules, fixed ports to run device
servers
* Private sub networks for accelerators control systems
with restricted access.
 Need to provide limited access from external
networks
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Control system communications

- -

Muclotron

Public network
e

Tango Users Group Russia meeting’2017 The Nuclotron and NICA control system, E.Gorbachev



Access control

2) Software security checks:
e Ask for username/password on client side to execute
certain operations:
e (Can not prevent execution by other clients (jive)
* Checks clients rights on server side:
* Have to distinguish clients and store information
about their rights.
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Access control

E Tango Access Control Manager ;IEIEI

3) Tango client-side access control
* Optional service restricting s [soacn]
4~ Access to 159.93.126.116:10000

devices commands execution =& musers
and attributes writes based on ostoms

You are Super User !

[»

DA SR S S S S B

A}

MCPdetector
tango apps
* Not flexible
* Applies on Tango::DeviceProxy Admins
. %’159.93.50.201 {3e50-201)
* Not applicable for we e
i

205korpus
client username & IP checks.
tango clients
vacuum
1korpus
1 9 4 Oorbe
Creatlon- ¢ % Allowed Addresses
. | ‘E%" 159.93.126.114 (tangowinl)
* Need client restart L ME s S £
— @ communicationa/socket/miclotango
. @ 4d /d 1 4
C||ent5. Username @ ncrversimmre
@ dze
. er/fungen/*
Llst Of IP addresses — @ dserver/injectionserver—-ds/domikl
@ dserver/modbus/rtul
@ dserver/modbus/tcpl
/ @ dserver/nidagmx-ds/hvcontroll
. . Q
List of devices @ oor

er/niscope-ds/domikl
er/niscope-da/gl

g A s R 4 s i I I B

4

Devices: @ Read/Write @ Read Only




Access control

Idea:
* Improve access control by additional server side
security checks

Goals:

* Centralized management of user’s permissions

* Centralized access logs

* No complications to both Tango device server and
client development

 No modifications to Tango library
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Access control

Authorization

manager

1) open_session(Username, Password) [ \

Users

User/Passwd

G) Sessions

4) Execute 9) OK or . . 3) Open temp session User/IP/time

command (1) (2) exception Authorization
ONEIO, TANGO-device ~
< - (6
6) Check session for IP,

access rights for User

TANGO client

2) Authentication

5) check_permissions
(Dev, cmd, IP) ()

7) Log
User/IP/Dev/Cmd/date

TANGO

device 8) Response:

true/false

Access DB

- J
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Access control

Realization details:

1.

Role Based Access Control (RBAC).

 Each role have a group of permissions.

e Several roles can be assigned to user/IP pair

* priorities

Authentication by location (IP address) .

* Access from operator’s PC and CS core servers without
passwords.

Support of MySQL regular or wildcard expressions in rules and

addresses: can be configured as Tango property.

Objects access cache for improving performance.

Centralized logging service for TANGO devices.

Providing simple interface for TANGO devices to check client’s

permissions and to log information in the central database.
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TANGO database protection

Device Panel [sys/database/2] >

fCanmands |/Attrihutes |/Pipe rAdmin |

TANGO clients
Argin value Ex: Dance,"the TANGO™ (quotes needed for string with sp...
| M
DbAddDevice || Argin Type Argout Type
DbAdd Server DevVarStringArray DevvarStringArray
DbDeleteAllDeviceAttributePro
DbDeleteAllDevicePipePropert —
DbDeleteAttributeAlias

.. DbDeleteClassAttribute
TANGO_HOST=nuclotango.jinr.ru:10000 DbDeleteClassAtiributeProper|
- DbDeleteClassPipe
DbDeleteClassPipeProperty
DbDeleteClassProperty
DbDeleteDevice
DbDeleteDeviceAlias
DbDeleteDeviceAttribute
sys/authrbac/1 sys/database/1 DbDeleteDeviceAttributePrope
DbDeleteDevicePipe

DhDeleteDevicePipeProperty
DbDeleteDeviceProperty
DbDeleteProperty

. H DbDelete Server
Tango::DeviceProxy Dppeetesenver
DbExportDevice

Firewall 7ANGO_HOST=192.168.100.252:10000 - feiiiin,,, oo |

DbGetAliasDevice | Execute |
DbGetAttributeAlias

sys/database/2

| Clear history || Dismiss ‘
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Logging

* Full logs of TANGO database changes — exporting devices, changing properties etc.

* Provide easy way for TANGO devices centralized logging command execution, attributes
changes and other important information.

* Flexible interface for administrators to find information in logs.

i Manage Tango Role-Based access control

File View Taurus Tools Help
: : Load Perspectives, |11 \2’ jive \Q’ astor
RBAC Status Sessions Roles Permissions Users User roles Logs
From: | 10.04.17 10:08:11 v now 2017-02-141
To: | 10.04.17 10:06:11 v now 2017-04-211
Filter by Object: Filter by Facil
Filter by IP: ALL
Filter by Entry: Log history siz
Retrieve logs latest 500
id facility created source P object Entry
483 1939197 INFO 2017-04-21 13:24:44 check_permissions 159.93.126.70 sys/database/1/DbPutDeviceProperty/diagnostics/dagmuai/1/0 Access granted (and cached),
486 1939199 INFO 2017-04-21 13:24:46 check_permissions 159.93.126.70 sys/database/1/DbExportDevice/diagnostics/dagmaai/1/10R:010000001700000043444c3a54616e676f2f4465766963655F343a312e300000010000000000000064... Access granted (and cached).
487 1939201 INFO 2017-04-21 13:24:46 check_permissions 159.93.126.70 sys/database/1/DbExportDevice/dserver/DACQmMxAl/bergoz1/IOR:010000001700000049444c 335461 6e676f 2f4463766963655f343a312e30000001000000000000...  Access granted (and cached).
488 1939203 INFO 2017-04-21 13:24:56 check_permissions 158.93.126.70 sys/database/1/DbUnExportEvent/DServer/Bergoz/bergoz] Access granted (and cached),
489 1939205 INFO 2017-04-21 13:24:56 check_permissions 159.93.126.70 sys/database/1/DbPutClassProperty/Bergoz/4/ProjectTitle/1//Description/1/Bergoz subsystem/dac_url/1/http:/fwww.esrf.eu/computing/cs/tango/tang... Access granted (and cached).
430 1939207 INFO 2017-04-21 13:2457 check_permissions 159.93.126.70 sys/database/1/DbPutDeviceProperty/diagnostics/dagmaai/1/1/Al_SamplingFrequency,/1/50000 Access granted (and cached),
491 1939209 INFO 2017-04-21 13:2457 check_permissions 158.93.126.70 sys/database/1/DbPutDeviceProperty/diagnostics/dagmuai/1/0 Access granted, cached access entry
432 1939211 INFO 2017-04-21 13:2437 check_permissions 139.93.126.70 sys/database/1/DbPutDeviceAttributePropertyl/diagnostics/dagmexai/1/1/Al_NumberOfSamples/1/_value/1/204300 Access granted (and cached).
433 1939213 INFO 2017-04-21 13:24:57 check_permissions 159.93.126.70 sys/database/1/DbExportDevice/diagnostics/bergoz/1/10R:010000001700000049444c 3a54616e676f 2f4465766963655F343a312e3000000100000000000000640...  Access granted (and cached).
434 1939215 INFO 2017-04-21 13:24:58 check_permissions 159.93.126.70 sys/database/1/DbPutDeviceProperty/diagnostics/dagmaai/1/1/Al_SamplingFrequency,/1/50000 Access granted, cached access entry
435 1939217 INFO 2017-04-21 13:24:58 check_permissions 159.93.126.70 sys/database/1/DbPutDeviceProperty/diagnostics/dagmuai/1/0 Access granted, cached access entry
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Data archiving

HDB++ archiving system:

e Store TANGO attributes values into a database (SQL or
noSQL).

e Publish/subscribe paradigm via TANGO archiving events —
storing only valuable information.

* Highly scalable - multiple archivers to distribute load over
few servers and disk storages.

* Under tests now on Superconducting Magnets Test Bench
— storing about 500 TANGO attributes

e JINR data archiving configuration GUI and extractor GUI —
to be developed.




Integration of third-party systems

OPC server,
NI DataSocket server,
Tcp/IP sockets etc...

Exchange
server

OPC,DSTP, tcp/ip

Tango
device

Tango device to provide interface to external control system
and represent it to NICACS:

e OPC (vacuum, cryocooler)
* NI DataSocket (Electron cooling)
* TCP/IP socket (Booster RF)

Third party CS

The Nuclotron and NICA control system, E.Gorbachev
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Conclusions

Distributed, scalable control system infrastructure
based on Tango has been developed to provide
fast development, deployment and safe
execution:

code generation, TANGO drivers for NI equipment,
deployment on dedicated VM in HA cluster,
server-based access control, hardware and
software monitoring, data archiving, equipment
and software database.
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Thank you for your attention!
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Service layer: Access control

E Tango Access Control Manager ;IEIEI

3) Tango client-side access control
* Optional service restricting s [soacn]
4~ Access to 159.93.126.116:10000

devices commands execution =8 musers
and attributes writes based on Jakorpus

205korpus
client username & IP checks.
1korpus
* Need client restart L ME s S £

You are Super User !

[»

DA SR S S S S B

A}

MCPdetector
tango apps
* Not flexible, easy to pass.
* Applies on Tango::DeviceProxy Admins
%159.93.50.201 {3e50-201)

tango clients
H ¢ g gorbe
Creatlon- ¢ % Allowed Addresses
o <& Devices

vacuum
1 % 159.93.126.114 (tangowinl)
— @ communicationa/socket/miclotango

Username @ dserver/dmm/*

@ dserver/ds nivisa/*
@ dserver/fit/+
@ dserver/fungen/*

List Of I P a d d resses — : 2:: er/injectionserver-ds/domikl
/ g
@ dse

er/modbus/rtul
List of devices @ aze

er/modbus/tcpl
er/nidagmye-ds/hvcontroll
er/niscope-ds/domikl
er/niscope-ds/ql

g A s R 4 s i I I B

4

Devices: @ Read/Write @ Read Only




Service layer: Access control

Idea:

* Improve access control by additional server side
security checks

Goals:

* Centralized management of user’s permissions

* Centralized access logs

* No complications to both Tango device server and
client development

 No modifications to Tango library
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Service layer: Access control

Authorization

manager

1) open_session(Username, Password)

\

TANGO client

Users
User/Passwd

2) Authentication

G) Sessions
4) Execute 9) OK or . . 3) Open temp session USEf/lP/time
command @) (2) exception Authorization
@ ® TANGO-device B %

h 6) Check session for IPT/
access rights for User

5) check_permissions
(Dev, cmd, IP) ()

7) Log

TANGO User/IP/Dev/Cmd/date

device

H ﬁ"\

8) Response:
true/false

Access DB

G J
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Service layer: Access control

Realization details:

1. Role Based Access Control (RBAC).
 Each role have a group of permissions.
* Few roles can be assigned to user/IP pair

2. Authentication by location (IP address).
 Default Operator role and user
 Operator user has no password

3. Support of MySQL regular or wildcard expressions
in rules and addresses: can be configured as
Tango property.

4. Objects access cache for improving performance.
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Service layer: RBAC

uid v login last name first name phone email password enabled
01 operator MULL NULL MULL MULL ! ) 1
12 Gorbachev Evgeny 63057 egorbe@gmail.com {MD5}cacbcc3edf3f5f46179588bdd974ffe2 \i| 1
23 egor Georgy egor@dubna.tk {MD5)9990775155c3518a0d7917f7780b24aa | (W) 1
user_role_id user_jid role_id o ipaddr_expr
1:operator 2:rbac-admin 127.0.0.1
3 4 1:operator 2:rbac-admin 159.93.50.200
4 5 2:rbac-admin 159.93.50.207
5 9 Jrexport-device | 159.93.50.200
B 3:export-device | 159.93.50.176
1:operator Jrexport-device | 159.93.50.207
1:operator d:put-property | 159.93.50.200
role id role_name escripion enabled
o1 operator erator permissions () 1
1 2 rbac-admin RBAC authorization management (M| 1
2 3 export-device export a tango device () 1
3 4 put-property add/sdelete a tango property (W) 1

Tango Users Group Russia meeting’2017 The Nuclotron and NICA control system, E.Gorbachev 43



Service layer: RBAC

Tango Users Group Russia meeting’2017

permission_id role_id object_expr priority enabled ™
0o 3 1:operator sys/database/1/DbInfo 10 () 1
1 2 1:operator sys/database/1/Dblmport% 10 () 1
z2 1 1:operator sys/database/1/DbGet% 10 () 1
3 5 2:rbac-admin sys/managerbac/1/% 0 () 1
4 4 2:rbac-admin sys/authrbac/1/% 0 () 1
5 (39 ort-device | sys/database/1/DbDeleteAll% 10 () 1
6 33 sys/database/1/DbUnExportServer/% 10 () 1
7 29 Jrexport-device —
role_id role_name descripion enabled
8 27 J:export-device o
01 operator operator permissions Iil 1
g9 25 Jexport-device
1|2 rbac-admin RBAC authorization management | [H] 1
10 23 3:export-device
2|3 export-device export a tango device (] 1
11 (31 4:put-property
¢ 3 4 put-property add/delete a tango property () 1
T
45 authtest use TagoAuthTest commands () 1
5 9 add-device add a new tango device () 1
6 11 tango-admin using astor/logviewer (] 1
7 13 tomography using diagnostics/tomography () 1
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Service layer: Access logs

10

11

12

93

95

96

97

98

99

100

109

110

111

112

21

23

25

187

189

191

193

195

197

199

201

219

221

223

225

created ~

2016-06-21 14:50:06

2016-06-21 14:50:11

2016-06-21 14:50:11

2016-06-21 14:50:24

2016-06-21 14:50:30

2016-06-23 13:43:44

2016-06-23 13:43:44

2016-06-23 13:43:44

2016-06-23 13:43:44

2016-06-23 13:43:44

2016-06-23 13:45:20

2016-06-23 13:45:20

2016-06-23 13:45:20

2016-06-23 16:41:40

2016-06-23 16:41:58

2016-06-23 16:41:58

2016-06-23 16:41:58

Property:

source
open_session
authenticate
close_session
authenticate
authenticate
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions
check_permissions

check_permissions

check_permissions

1P

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

159.93.50.207

object
gorbe
gorbe
gorbe
gorbe

gorbre

sys/database/1/DbMySglSelect/name, exported, version,ior,ser...
sys/database/1/DbMySglSelect/name, exported, version,ior, ser...
sys/database/1/DbMySqglSelect/device, value FROM property_d...
sys/database/1/DbMySqlSelect/device, value FROM property_d...

sys/database/1/DbMySglSelect/device,value FROM property_d...

sys/database/1/DbAddDevice/LogConsumer/se50-207 @68
sys/database/1/DbExportDevice/dserver/LogConsumer/se50-...
sys/database/1/DbExportDevice/tmp/log/se50-207 @68
sys/database/1/DbAddDevice/NIScopeSaver/1
sys/database/1/DbUnExportEvent/DServer/MNIScopeSaver/1
sys/database/1/DbPutClassProperty/NIScopeSaver

sys/database/1/DbExportDevice/dserver/NIScopeSaver/1

Entry
Session opened.
Authentication successful.
Session closed
Authentication failure - wrong password.
Authentication failure - user unknown.
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).
Access granted (and cached).

Access granted (and cached).

skip_logging_for

sys/database/1/DbGet

sys/database/1/DblmportDevice

Tango Users Group Russia meeting’2017
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Service layer: Access control

D user_id INT  session_id BIGINT

“ user_mole_id BIGINT ' cache_id BIGINT

! role_id INT
* role_name VARGHAR(255)
* description VARCHAR(255)
* enabled BOOL

! login VARCHAR( 100) ¥ user_id INT
* last_name VARCHAR(100) ! ip_addr V

* first_name VARCHAR(100) j > expire_at DATETIME
> phone VARCHAR(50)
> email VARCHAR(100)

' password VARCHAR(255)
* enabled BOOL

! permission_id BIGINT
@ role_id INT

* object_expr VARCHAR(255)
> priority TINYINT

* enabled BOOL

id BIGINT
* created_at DATETIME

)  source VARCHAR(B5)
Foreign Keys: On Delete, Update: CASCADE ® . add VARGHARES)

* object_name VARCHAR(255)
 log_entry VARCHAR(1024)

Trigger AFTER UPDATE: delete from access_cache;

Passwords are MD5 hashed
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Access control performance

RBAC server performance tests, 10000 permissions checks, 1 thread

Test Regexp, | Wildcards, | Wildcards,
no cache | no cache cached

Time per one 32.95 7.79 0.95
permission check, ms

35
30 -
25 -
20 -
15 -
10 -
5 |
0 - |
Time

W Regexp, no cache

™ Wildcards, no cache
Wildcards, cached
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Service layer: Access control

Usage in TANGO device server:
1) Initialization:
#include "TangoAuth.h”
TangoAuthClientClass *auth;
In init_device():
auth=new TangoAuthClientClass(this);
In delete_device():
delete auth;

2) Usage:
In method cmmd_name:

auth->CheckAccess(“cmd _name"”); e x
Or in always_executed hook(): G omoresnn

Permissions denied, contact Tango administrator

auth->CheckAccess(“any"”); | r—
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1trol

Service layer: Access control

File View Taurus Tools Help
,: Load Perspectives Ejive E astor

RBAC Status . Sessions | Roles | Permissions | Users | User roles | Logs
SYS/MANAGERBAC/ C SYS/AUTHRBAC/1 C

ango sare NG © scace [IIINGN| @

File Wiew Taurus Tools Help

- Attributes | Commands Attributes | Commands
i o Load Perspectives [¥] jive [¥] astor ) )

maxlogdate [IIN2016:09:02/14i57:50

RBAC Status ‘ Sessions ‘ Roles Permissions Users ‘ User roles ‘ Log F
J ! . minlogdate [IN2016506:21114:44:30|
permission_id role_id v object_expr permissions
o 3 1:operator sys/database/1/DbInfo roles &l show et st & show
1 2 1:operator sys/database/1/Dblmport% sessions &l show
2 1 1:operator sys/database/1/DbGet% user_roles & show
3 5 2:rbac-admin sys/managerbac/1/% users & show
4 4 2:rbac-admin sysfauthrbac/1/% = =
ManageRBAC is ready ~ TangoRBACAuthServer is ON ~
5 39 3:export-device |sys/database/1/DbDeleteAll% [ [
6 33 3:export-device |sys/database/1/DbUnExportServer/% w -
. | < Gl > < G »
7 |29 3:export-device |sys/database/1/dbputclassproperty/%
8 27 3:export-device |sys/database/1/DbUnExportEvent/% e
9 25 export-device | sys/database/1/dbdeletedeviceproperty/% (10 [ W
10 23 J:export-device | sys/database/1/dbexportdevice/% 10 CT!
11 3 &:put-property | sys/database/1/dbputdeviceproperty/% 10 ) 1 v
- ____________________________________________________________________ >
Mew row Delete row Dataisvalid | Apply changes | | Cancel changes
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Service layer: Access control

Protection of TANGO database:
Idea:
* Provide access to TANGO database with security checks and

logging.

Possible solutions:

 Modification of each method of original Tango database
server.

* Additional layer between clients and Tango database server.

Goals:

* Flexible rights separation — export device, add device, edit
properties.

* Acceptable performance.
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Service layer: Access control

Device Panel [sys/database/2] >

fCanmands |/Attrihutes |/Pipe rAdmin |

TANGO clients
Argin value Ex: Dance,"the TANGO™ (quotes needed for string with sp...
| M
DbAddDevice || Argin Type Argout Type
DbAdd Server DevVarStringArray DevvarStringArray
DbDeleteAllDeviceAttributePro
DbDeleteAllDevicePipePropert —
DbDeleteAttributeAlias

.. DbDeleteClassAttribute
TANGO_HOST=nuclotango.jinr.ru:10000 DbDeleteClassAtiributeProper|
- DbDeleteClassPipe
DbDeleteClassPipeProperty
DbDeleteClassProperty
DbDeleteDevice
DbDeleteDeviceAlias
DbDeleteDeviceAttribute
sys/authrbac/1 sys/database/1 DbDeleteDeviceAttributePrope
DbDeleteDevicePipe

DhDeleteDevicePipeProperty
DbDeleteDeviceProperty
DbDeleteProperty

. H DbDelete Server
Tango::DeviceProxy Dppeetesenver
DbExportDevice

Firewall 7ANGO_HOST=192.168.100.252:10000 - feiiiin,,, oo |

DbGetAliasDevice | Execute |
DbGetAttributeAlias

sys/database/2

| Clear history || Dismiss ‘
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Service layer: Access control

Realization:

1) Initialize

Tango::Util:: _UseDb = false;
set_serial_model(Tango::NO _SYNC);

2) Create dynamic commands and attributes.

dbdev = new Tango::DeviceProxy("sys/database/2");
cmdlist=dbdev->get_command_list();
cmdinfo=dbdev->get command_config(cmdlist);

3) All dynamic commands use the same command class with
method execute():

* Check access with command name

* Execute command on original device with arguments
* Return result to client
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Service layer: Access control

Database server performance tests:
4 parallel threads executing
time foriin “seq 1 1000°;do ./tango_exec sys/database/1 Dbinfo > /dev/null; done

Database server sys/database/2 sys/database/1
(standard DB server) | (with access control,

cached)

Time per one 23.690 25.245
command, ms
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Global timing and synchronization

Timing and synchronization system is an important part of the
accelerating complex:

* Global time reference for geographically distributed
equipment.

 Beam diagnostics synchronization — closed orbit
measurements.

 Beam transfer synchronization with different scenarios: bunch
to bucket, barrier buckets.

* Events and signals distribution.
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White Rabblt prmuples

Layout:

Tree layout with synchronization
master on the top.

Single fiber optic for RX/TX

Features:

sub-nanosecond synchronization
connecting thousands of nodes

typical distances of 10 km between
nodes

Ethernet-based gigabit rate reliable
data transfer

fully open hardware, firmware and
software

multi-vendor commercially produced
hardware

Based on IEEE-1588 (PTP)
1Gb/s transfer rate

[ 2000 nodes

The Nuclotron and NICA control system, E.Gorbachev
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White Rabbit elements

* Designated fiber optic network

* Endpoint devices with embedded White Rabbit Protocol Core
 WhiteRabbit switches WRS-3/18

e GPS/GLONASS Time receiver

* Rubidium frequency standard generator Pendulum CNT-91R
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Modules with White Rabbit support

WR node in CompactRIO format.
Project on www.ohwr.org

...............

Simple PXI express FMC Carrier Board (SPEXI) M iy ~‘ i i
Project on www.ohwr.org s . i s

'''''''''

UT24VE — universal input/output. Works on B@MN
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NICA CS prototypes

Booster thermo diagnostics — 320 channels NI PXle based RTD
measurements.

Booster magnetic cycle control — FlexRIO + custom 10 modules.
Booster RF — integration of third-party CS.
Booster/Linac vacuum — integration of third-party SCADA control.

NICA injection/extraction control — CompactRIO + custom IO
modules.

Booster/NICA orbit correction.
Beam diagnostics (profiles, intensity, tune measurements) — NI PXle

SC magnets test bench- thermometry (NI PXle), satellite
refrigerators control (interface to SCADA)

WhiteRabbit on B@MN aquisition

The Nuclotron and NICA control system, E.Gorbachev
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